ABSTRACT In this paper, we investigate the worst-case robust secure precoding design for simultaneous wireless information and power transfer in multiple-input-multiple-output wiretap system, which consists of one transmitter, one information receiver, and one energy receiver. By treating the ER as potential eavesdropper, we aim to maximize the worst-case secrecy rate by designing the transmit precoding matrix. This is a typical non-convex optimal design while the channel state information uncertainties make this problem harder to handle, thus we propose a new method to obtain the solution. Specifically, instead of approximating the logarithmic determinant as a trace, we propose to linearize the two log-det terms. After linearization, epigraph reformulation is used to deal with the bounded channel uncertainties. Then, an alternating optimization method is utilized to solve the reformulated problem. After obtaining the precoding matrix, we derive the worst-case secrecy rate by solving another optimal problem with respect to the channel uncertainty. Numerical results validate the performance of our proposed design. SWIPT, secure communication, MIMO, robust precoding, alternating optimization. 
I. INTRODUCTION
Recently, there has been an upsurge of research interests in radio frequency (RF) energy harvesting (EH) [1] . Some literatures shown that the information and energy can be carried at the same RF signal simultaneously, which is termed as simultaneous wireless information and power transfer (SWIPT) [2] , [3] . SWIPT has been studied for various communication systems in different scenarios [4] - [9] . Specifically, in [4] , the authors investigated the SWIPT design in multiuser multiple-input-single-output (MISO) system. In [5] , the authors investigated the optimal information and energy beamforming strategy to achieve the maximum sum rate or the maximum sum harvested energy in multiuser MISO system. In [6] and [7] , the authors considered the beamforming scheme in a multiple-input-multipleoutput (MIMO) broadcast system. Recently in [8] and [9] , the authors investigated the problem of SWIPT beamforming in relay system.
On the other hand, transmitting information and energy simultaneously makes it being vulnerable to security attacks since the message sent to the legitimate information receiver (IR) can be eavesdropped by other node such as the energy receiver (ER) [10] . Physical layer security (PLS) technique [11] , which exploits the characteristics of wireless channels to improve the security, has been proposed as a promising solution [12] - [18] . Specifically, in [12] , the authors investigated the problem of secrecy SWIPT in a single-input-single-output (SISO) wiretap channel. In [13] , the author investigated the secure beamforming technique in a MISO SWIPT system. Later, the model in [13] was extended to MIMO system in [14] , where multiple data streams are transmitted in parallel through spatial multiplexing to improve the secrecy rate. Recently in [15] , the authors investigated the PLS in MIMO backscatter channel, which is an effective method to improve the security for the radio frequency identification (RFID) system [16] . Furthermore, PLS was investigated for one-way and two-way relay SWIPT networks in [17] and [18] , respectively.
For a more practical scenario, the perfect channel state information (CSI) may be difficult to obtain, due to the existence of channel estimation, quantization or feedback errors. To handle this issue, robust optimizing techniques have been introduced in [19] - [29] . Specifically, robust secure beamforming was investigated for MISO SWIPT systems in [19] - [23] , for MIMO SWIPT systems in [24] - [26] , and for relay SWIPT networks in [27] - [29] , respectively. The way to handle the bounded CSI uncertainty in these works involves S-Procedure. However, for MIMO wiretap channel, S-Procedure is not applicable since the secrecy rate expression includes a logarithmic determinant (log-det) instead of a logarithmic scaler as in MISO case. To overcome this obstacle, the log-det is commonly approximated as a trace in [24] - [26] . Among these literatures, the worst-case secrecy rate maximization (WCSRM) criterion was widely applied to formulate the optimization problem.
In fact, for MIMO wiretap channel, the design of transmit precoding matrix is a typical non-convex problem [30] , [31] . To solve this problem, in [32] - [34] , the authors proposed transmit precoding designs based on an alternating optimization (AO) method, a channel matrix generalized eigenvalue decomposition method, and an iterative custommade method, respectively. However, these three literatures assumed that perfect CSI can be obtained. For the robust design in imperfect CSI case, in [35] and [36] , WCSRM design was solved by Taylor series expansion and semidefinite programming (SDP), in which the log-det was approximated as a trace. However, the approximation is only valid at low signal-to-noise ratio (SNR) region. At high SNR region, the discrepancy between the actual expression and its approximation is huge.
Motivated by this observation, in this paper, we investigate the robust design for MIMO wiretap SWIPT channel with bounded CSI uncertainties, where the signal intended to the IR may be eavesdropped by the ER. Specifically, by considering both imperfect IR's and ER's CSI, we aim to maximize the worst-case secrecy rate by optimizing the transmit precoding matrix, subject to the transmit power constraint and the harvested energy constraint at the ER. Instead of approximating the log-det as a trace, we propose a novel and advanced method to linearize the two log-det terms. Then, epigraph reformulation is used to deal with the CSI uncertainties, in which the harvested energy constraint is approximated by the first-order Taylor expansion while multiply semi-infinite constraints are transformed into linear matrix inequalities (LMIs). Finally, an AO algorithm is proposed to solve the approximated problem. After obtaining the optimal precoding matrix, we derive the worst-case secrecy rate by optimizing another problem with respect to (w.r.t) the CSI uncertainties, which can be extended to other secrecy design. Numerical results demonstrate that our proposed method achieve a significant performance gain over other existing schemes.
The rest of this paper is organized as follows. A system model and problem formulation is given in Section II. Section III proposes a robust secure precoding design. Section IV derives the worst-case secrecy rate. 
II. SYSTEM MODEL AND PROBLEM STATEMENT
A. SYSTEM MODEL Let us consider a MIMO SWIPT wiretap channel as shown in Fig. 1 , which consists of one transmitter, one IR, and one ER which may act as an eavesdropper (Eve). The transmitter sends wireless signal over the same spectrum to the IR and ER, simultaneously. We assume that the transmitter, the IR and the ER are equipped with N t , N i and N e antennas, respectively. The channel matrixs from the transmitter to IR and ER are denoted by H ∈ C N i ×N t and G ∈ C N e ×N t , respectively.
The transmitted signal takes the following form
where W ∈ C N t ×d is the transmit precoding matrix, s ∈ C d×1 denotes the information bearing signal vector satisfied d ≤ N t . Without loss of generality (w.l.o.g.), we assume that E ss H = I. Thus the received signal at IR and ER can be expressed as
respectively, where n i ∼ CN 0, σ 2 i I and n e ∼ CN 0, σ 2 e I are the additive noises at the IR and ER, respectively.
In this paper, we assume that only imperfect CSI can be attained by the transmitter. Similar to [36] , we use the deterministic spherical model to characterize the channel uncertainty, e.g., the imperfect CSI is modeled as
whereH andḠ denote the estimates of H and G, respectively; H and G are their respective channel uncertainties; VOLUME 6, 2018 ε H and ε G denote the respective sizes of the bounded channel uncertainties region. Thus, the achievable secrecy rate can be expressed as
where
On the other hand, the ER harvests energy from the received signal. By neglecting the noise power, the harvested energy at the ER is given by
where 0 < ζ ≤ 1 denotes the energy conversion efficiency.
In the rest of this paper, w.l.o.g, we assume ζ = 1.
B. PROBLEM STATEMENT
In this paper, we aim to maximize the worst-case secrecy rate by optimizing the precoding matrix W subject to the transmit power constraint and the harvested energy constraint at the ER. Mathematically, our problem are formulated as
where P s denotes the maximum available transmission power of the transmitter and η th is the worst-case harvested energy threshold for the ER. For the convenient of the following derivation, we normalize the channel fading by the noise power, e.g.,H = σ
Thus, the equivalent CSI uncertainty model can be written as
Furthermore, our problem can be equivalently rewritten as
Notably, (9) is a highly non-convex problem and the most difficulty lies in the maximization and minimization of logdet function over the CSI uncertainty regions. In the following section, we will propose a AO method to solve (9) .
III. ROBUST SECRECY PRECODING DESIGN
Firstly, we introduce the following Lemma.
Lemma 1: [14] : Define an m by m matrix function,
where N is any positive definite matrix. In addition, the following three equations hold true. 
MV,
and
Equation 3:
We have
Equations 1 and 2 can be proven by the first-order optimality condition, while Equation 3 directly follows from Equations 1 and 2 and the identity ln |I + AB| = ln |I + BA|.
Next, we derive an equivalent reformulation of (9) by Lemma 1 with some auxiliary variables. Firstly, we define
From Equation 3, we have
Furthermore, from Equation 1, we have
By substituting the right-hand-side (RHS) of (11) and (12) into (9), we obtain the following equivalent reformulation max W,U, ,
By introducing auxiliary variables α, β, and neglecting the constant terms d, N e , (13) can be rewritten as max W,U, , (14) is still non-convex due to the semi-infinite constraints (14b) and (14c). Next, we transform (14b) and (14c) into LMIs to make these constraints tractable. Let = TT H and = ZZ H , it is easily to know that TT H 0 and ZZ H 0. By substituting (3a) and = TT H into (14b), we have
It is easily to know that (15) is equivalent to 
Via Schur's complement [41] , (17) can be equivalently recast as
To handle the uncertainties inḧ, we introduced the following Nemirovski Lemma.
Lemma 2: (Nemirovski Lemma) [38] , [39] : For a given set of matrices A = A H , B and C, the following LMI is satisfied
only and if only there exists a real number µ ≥ 0 such that
Firstly, we note that (18) can be equivalently recast as
Using Lemma 2, (19) can be equivalent rewritten as
where λ ≥ 0 is a slack variable. Similarly, (14c) can be reformulated as
where n = vec Z HḠ W , N = W T ⊗ Z H and χ ≥ 0 is a slack variable.
Combining these steps, (14) is recast as max T,Z, ,α,β,λ≥0,χ≥0 (22) is still non-convex due to the coupled variables. Notably, when we fixed {T, Z, }, (22) is convex w.r.t. W except (9b). On the other hand, with fixed W, (22) is convex w.r.t. {T, Z, }. These observations motivate us to employ AO to solve (22) .
Specifically, in the n-th iteration, given {W}, which is optimal in the (n − 1)-th iteration, we solve the following P1 to obtain {T, Z, }, which are optimal in the n-th iteration.
P1
: max T,Z, ,α,β,λ≥0,χ≥0
After obtaining {T, Z, }, we solve the following problem to obtain {W}, which is optimal in the n-th iteration.
P2
: max W,α,β,λ≥0,χ≥0
It should be noted that (9b) is non-convex w.r. 
e η th ≥ 0, (27) whereĝ = vec Ĝ andg = vec G . To handle the CSI uncertainties ing, we introduce the following S-Procedure. Lemma 3: (S-Procedure [40] ): Define the functions
holds if and only if there exists
provided that there exists a point x 0 such that f 1 (x 0 ) < 0. Then, by utilizing Lemma 3, (27) can be transformed into the following LMI
where ≥ 0 is a slack variable. According to these steps, we obtain the following approximated reformulation of P2 P2 : max
To this end, we have decoupled (22) into two convex subproblems, which can be efficiently solved by the convex programming toolbox CVX [42] . The entire AO algorithm is summarized as Algorithm 1, in which (P1) n and P 2 n denote the object values of (23) and (29) in the n-th iteration, respectively. In addition, κ denotes the stopping criterion, e.g., the accuracy requirement. The complexity of Algorithm 1 can be roughly estimated through the complexity of solving the AO sub-problems times the total number of AO iterations [22] . For the two subproblems, we will analyse the complexities by following the method in [37] . For P1, P1 has one LMI constraint of size dN i + 1, one LMI constraint of size N 2 e + 1, one LMI constraint of size N t N i + d 2 + 1, one LMI constraint of size Algorithm 1 AO Algorithm for (22) 1: Initialization : n = 1, set P s ,H,Ḡ. 2: repeat a) 1) Obtain {T, Z, } and (P1) n with fixed {W} via solving (23) .
2) Obtain {W} and P 2 n with fixed {T, Z, } andW via solving (29) . 3) n = n + 1.
N t N i +dN e +1. In addition, forP2,P2 has one LMI constraint of size N t N i + dN e + 1, one LMI constraint of size N t N e , one second order cone (SOC) constraint of size dN t . Based on the analysis in [37] , the computation complexities for the two sub-problems are shown in Table 1 on the top of next page. In addition, we provide the complexity of the trace based method for comparison. From this table, we can see that the trace based method has lower complexity than our method, but our method can obtain better performance, which will be confirmed by the simulation result.
IV. WORST-CASE SECRECY RATE DERIVATION
Employing our AO method, we are able to obtain the local optimal W. However, the worst-case secrecy rate is still unknown. In this section, we will derive the worst-case secrecy rate by solving another optimal problem. Let W W W = WW H , the worst-case secrecy rate can be expressed as By introducing a slack variable π , (32) is rewritten as
Furthermore, we rewrite ϑ as
By utilizing Lemma 3 w.r.tg, (33b) can be equivalently rewritten as the following LMI
where υ ≥ 0 is a slack variable and ς = −υε 2 (33) is reformulated as max 0,π,υ≥0
Denote the optimal solution to (36) as { , π }, then the optimalC e is
Next, we focus onC i . To computeC i , utilizing Equation 1, (31a) can be equivalently expressed as
It should be noted that the optimization w.r.tḦ is maximization, thus it is difficult to optimizeḦ and simultaneously. However (38) can be solved by the following AO method. By neglecting the constant terms ln | | and d, with given , (38) is simplified as min
Denoting ϒ = W W W T ⊗ and ω ω ω = ϒvec Ĥ , (39) is equivalently rewritten as
The Lagrangian of (40) is given by
where µ ≥ 0 is the dual variable. Then, the Lagrangian dual function of (41) is
Since (40) is convex with strong duality, to obtain the optimal solution of (40), we solve the following dual problem
and obtain the optimal solution, denote as µ . Then, the vectorḧ , which minimizes L ḧ , µ , is the optimal solution to (40) . Thus, we have
where ψ denotes the constant term not associate with the optimization. From (44), it is easily to know thatḧ must satisfy the following equation
e.g.,ḧ = (ϒ + µ I) −1 ω ω ω. By substitutingḧ intoḧ Hḧ ≤ε 2 H , the optimal µ must satisfy
which can be solved by bisection or interpolation method. After obtainingḧ , (38) can be formulated as
From Equation 1, the optimal solution to (47) is
Thus, we can solve (38) by alternating updatingḧ and until convergence, and the optimal value isC i .
V. NUMERICAL RESULTS
In this section, we provide some numerical results to testify the availability of our proposed scheme. Unless specified, the simulation settings are assumed as follows:
. Each entry ofH andḠ is randomly generated by CN 0, 10 −5 and the channel uncertainties is ε 2 H = ε 2 G = 2×10 −4 . In addition, to highlight the superiority of the proposed scheme, we compare our design with several other methods: 1) the proposed method in the case of perfect CSI, which can be seen as a benchmark of our robust design; 2) the trace approximation based robust design in [24] , where imperfect CSI of G and perfect CSI of H are assumed; 3) the non-robust design, e.g., utilizing the AO method under perfect CSI assumption while the worst-case secrecy rate is calculated by the method in Section IV. The four methods are labeled as ''proposed design'', ''perfect CSI'', ''trace based design'', and ''nonrobust design'', respectively.
Firstly, we investigate the convergence behavior of the AO algorithm by comparing the worst-case secrecy rate with the iterative numbers. Fig. 2 shows four examples of convergence behavior with random channel realizations. From Fig. 2 , it is VOLUME 6, 2018 FIGURE 2. The worst-case secrecy rate versus the iterative numbers. observed that the AO algorithm can converge to the optimal solution in limited iterative numbers.
Secondly, we show the worst-case secrecy rate versus the transmit power P s in Fig. 3. From Fig. 3 , we can see that our proposed robust design outperforms the non-robust design and the trace based robust design. In the low P s region, the trace based method outperforms the non-robust design. But in the middle and high P s region, due to the large discrepancy caused by the trace approximation, trace based method suffers huge performance loss, even worse than the non-robust method. This observation further confirms that the trace based method is only suitable for low SNR region. In addition, in the high P s region, the worst-case secrecy rate tends to decline, since the adverse effect of the CSI uncertainty would scale up with the growth of P s , the large P s is, the more negative influence by the CSI uncertainties.
Then, we show the worst-case secrecy rate versus the harvested energy threshold η th in Fig. 4 . From Fig. 4 , we can see that the worst-case secrecy rate declines with the increasing of η th , while our proposed robust design outperforms the trace based robust design and the non-robust design. In addition, there is a remarkable phenomenon that the worst-case secrecy rate tends to be flat in the low η th region but declines quickly when η th exceed a certain value, which suggests the significant influence of η th to the worst-case secrecy rate.
Lastly, we show the worst-case secrecy rate versus the CSI uncertainties level ε 2 H and ε 2 G in Figs. 5 and 6, respectively. From Fig. 5 and Fig. 6 , we can see that the worst-case secrecy rate declines with the increasing of ε 2 H or ε 2 G for all these methods, except the perfect CSI case.
VI. CONCLUSION
In this paper, we investigated the robust secure precoding design in MIMO SWIPT system. In order to maximize the worst-case secrecy rate, we proposed to linearize the two log-det terms in the objective. After linearization, epigraph reformulation was used to deal with worst-case CSI uncertainties. Then, an AO method was proposed to obtain the solution and the worst-case secrecy rate was derived by solving another optimal problem w.r.t the CSI uncertainties. Numerical results confirmed that our proposed algorithm significantly outperforms the other existing schemes. 
